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Marlene H. Dortch, Secretary

Federal Communications Commission
Office of the Secretary

445 12th Street, SW, Suite TW-A325
Washinglon, RO 20554

Annoal 47 CUF.R. § 64.2009(c) CPNT Certification
EB Docket U6-36

Annual 64 2008(¢) CPN] Certilfication Tor 2008

Date of exeeution: February 11, 2010

Name of Company covered by this cerufication: Cuba City Telephone Exchange Company
Foem 499 Filer 113: 804435

MName ol O0eer signing: Deb Eghi

Title of Officer signing: Vice-President

I, Deb Lgli, cerufy that 1 am an officer of the: Company named above, and acting as an
agent of the Company, that | have personal knowledge that the Company has established
operating procedures that are adequate to ensure compliance with the Commission’s CPNI rules,
See 47 CF.RE 64.2001 ef seq.

Attached to this cemification as Exhibit 1 is an accampanying statement explaming how
the Company’s procedures ensure that the Company is in compliance with the requirements set
forth in section 64,2001 e seq. of the Commission’s rules.

The Company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commission, the court system, or at the Commission against data brokers)
against data brokers in the past vear.

The Company has not received any customer complaints in the past year concerning the
unauthorized release of CINL

S 1
Signed ,_,-—3<>%\I5"ﬁ.:\{, D

ce: Best Copy and Printing, Ine.



Exhihit |
CURA CITY TELEPHONE EXCHANGE COMPANY

STATEMENT EXPLAINING HOW THE COMPANY 'S OPERATING PROCEDLURES FASURE
COMPLIANCE WITH THE FOUU'S CPNI RULES

I. Costomer Proprietary Network Information (*CPNIT)

CPNI is defined m Scction 22241 of the Commumcations Act as (A) mformation that relates to e guantily,
wehmical configurmon, ype. destination. and smount of v of 3 iclecommunicanons service subsarbed W by any
cusinmer of o kelecommunications carrier, and that 1> made avaiiable w twe carrier by the customer solely by virue
of the camer-custoimer relatnionship, and (B information contained in the lls pertaining o lelephone exchangs
service or telephone Wl service recerved by o cvstiomer of wcarier (exeept thul CPNE does not melude subscriher
Dt anformntion

Generalhe, CPN includes posonal information roganding 3 consmmer's wie of his or ho iclecommumicilioms
savices  CIN] cocompasses miommtion such ac (a) te telephone numbers called v 4 consumer (h) the
ictephone numbers culling a costomer: (o) the time, Incation uod duration of & comsumes™s anthound snd inbound
phine calls, and (41 the iebecommumications and mformation services purchased by a sonsumer

Call deall mfisrmmation (also known us "vall records™) s o category of CP] thar is partsculutly sengitive Brom o
privacy aandpoimt and that i€ ouphl by pretexters. hackers and other unmithorized entitics for illegitinale
purposcs.  Call detm] mcludes any miformation thal pertsms o the manumssion of a specific ielcphone call,
including the sumber called (for outhound calls), the number from which the call was ploaced ( for mbound calls)
and the dute, tisse, location andior duration of the call {for a8l eallal

T Ulse e Diselonure of CPND 18 Restricted

The Company recopnises it CPRI inchudes information that b persoial and individoally identifiable, and that
privacy converis have led Congress and the FUU W impose resnctions upon its use and disclosurs. and upon the
peovision of sccess 1o it by mdivadusls o entities moade s outside the Company.

The E‘mnpmy has designated a CPNI Comphasce Officer who 1> responsible for; (1) commumicating with the
Company s aftornevs undor consultants reparding CPNU rospunsibilities, requirements and restrictions, (2]
supervising (e training of Company employees and agents who use or have aceess e CENL (3) supervising e
use, disclosure, disuibution or aceess 10 the Company™s CPNI by independent contractors. und jolmt venlurne
pariners_ (1) maintsining records rqnﬁn;ﬁemﬂt?ﬁ!hnwhﬁngmqﬁmﬂnﬂlﬂmwh& reviewing
and resohviag quesnons or rssees regarding ase, disclosure. disinbuation or provision of access 10 {PNL

Company cmplovees and apents that may deal with PRI have heen infunned thar there are subsantial foderul
restrictions npon CENI use, disrbution and access In onder to be authorized W use of aceess the Company s
CPNL emplovees and pgents must receive fraining with respect to the requirements of Seedon 222 of the
Communications. Act and the FOC's CPNI Rules (Subpars L of Part 64 of the FOC Rules).

Before an sponl. independent conliracior o joint vinbure parmer may recsive of be aliowed o acoess or use the
Company"s (PNL the agent™s, independent contracior s or joint venmure partner’s agreement with the Company
musl contain provisions (or the Compam and the agent. mdependent contractor ur Joint venilure pariner must enter
vty an wdditional eonfidentiality agreement whith provides) thul: 12) the agent, independent eantravior or joint
venture partier may nse the CPNI enly for the purpose far which the CPNI has been provided: (h) the agent,
independent contractor of joim venture panner may not disclose or distribute the CPNLw, or allow access (o the
CPX] ™. any ofher pary dunlcss the apent. independent contracenr of jeint venture paniner is expresshy and
specifically required o Jo <o by 4 conn onderc and (e) the ggent. independont contractor or jOImL venlure partner
musl implement appropriatc and specific safczuards sccepuable o the Company to cnsure the confidenizalite of
the {ompany s CPN]

ML Proteetion of €PN

1. the Company may, =ficr receiving an appropriare wrinen reguest from a customer. disclasz or provide the
cuapmery’'s TPNI 10 the cosomer by sending 1t 1o the costomer™s address or recond.  Amy and all such customer
requesst (1) must be made in writing: (2) sust nclude the customer’s oorect bifling nume and address and
lefephone number: (3) must specifv oxacth. what tvpe or pes of CPNT must be disclosed or provided. (4) mnst



eustomer,  The Company will disclose CPN1 upon affirmative written request by the customer o any. person
desipnated by the customer, but anly afier the Company calls the customer’s sclephane number of record andfor
sende a notification 1o the customer’ s address of record 1o verify the aecuracy of this request

2. The Compuny il provide & custemer’s phone eeonds or other CPNT 1o o biw enlureemenl sgendy in
aceordaner with applicable legal requircments

3. Since December 8 2007, the Company retains all customer passwords and shared secret™ question-answer
coinbinations in secure. files Ul moy be seessed only by wuthonzed Company employees who need such
infermation in erder W suthentivate the identity of customers requasting <all detail inlormation over lhe wlephone,

A SNince December 8, 2007, Compiany emplovees authenticate all telephomne requests for CPMLin the same manner
whether or not the CPMI consists of call dezail information. That is, Company employees must: (a) be fumished
the customer s pre-established password (or vorreet unswers (o e back-up “shared seorel” combinalions); (b
serl the reguested nfommation 1o the customer’™s postal or electrone “address of record™ (gee detimition above);”
o (o] call the customer back a1 the cpstomer’s “telephone number of record™ (see definition above) with the
requested information

5 The Coanpany bas adopted o policy that o docs not and will not use, disclose or permit aceess o CPNI by an
altiliane

6, When gnoexisting custemer culls the Compuny o irguire about or order wew, wdditioonal oe anodiled seevices
Cinelirundd oucketing), e Compuany miy use the customer™s CPNL other than call detil CPNI W ussist the
cnstmmer for the duranion of the customer’s gall iF the Company provides: the customer with the oral notice
required by Sections 61 2008(c) and 64 2008() of the FOC's Rules and alter the Campany authentleatas the
CUSTae

it Deeember &, 2007, the Company deselose or releases call detanl informttion w claswmaers during custmer-
mnitaated telephone contacts only when the customer provides o pre-estiablished password  1F the customer does naot
provide o password, call detad] informuation is released only by sending it to the customer's address of record ar by
the curier calling the customer af the telephone number of record. I the customer (5 uble W provide W e
Compuny during o costomer-initigted telephone call, all of the call detl informudion neeessary wy uddresy o
cuslenmer service Bsue (Ge, the wiephone number calied, when it was called, and, i applicable, the amount
charped Tor the call) withowt Company assistance. then the Company may take routine customer service aolions
related to such information. (However, under this circumstance, the Company niay notl disclose to the customer
any el detail inforination sbout the customer decounl other tun e chll déwail inlormativn thul the custemer
provides withoul the custamer first providing & pasaword. )

7 The Company has adopted a policy thar it does not-and will not use, disclose, or permit aceess 1o CPNI in
connection with Company-initisted merketing of services to which a customer does nol already subseribe rom e
Coanpany' (vul-bound marketing),

K The Company mainiains appropriate paper andior cleotronic records that allow its employees, independent
contractors and joinmt venture partners 1o clearly establish the status of ewcl customer™s Out-out andfor Opi-ln
upprevals (if any) prior 1o use o the customer's CPNL  These records inelede: (1) the datefs) of any and all of the
custmer s deemed Opt-out approvals and'or Upein appeovalss ingether with the dares of any modifications or
revocations of such approvials: and (10 the iypels) of UPNIwse access, disclosure andior disrribition appeaved by
This CusIomer.

9. Before u vustomer s CPW van be wsed in an out-bound markeing activily or campaign, the Company's
records must be cheeked to decrmine the stamis of the customer’s CPhI approval.  Uompany emplovees,
independent eanfractors and joint venmure pariners are raquired o notify the CPNI Compliance (ificer of any
atoe3s, Aueuracy or security problems they sncounter with respect to these records.

I new, wdditionul vr exlended spprovals sre necessary, the CPNI Compliance Officer will determing whether the
Company s “Cp=-0Our CPNE Notdee™ or “Opr=ln PN Notice™ must he used with raspact o various proposed our-
Bround ek eting activities

16, The CPN] Comphianve DMver will maintan s necord of gach out-bound marketing sctivity or cumpaign,
ncluding: (1) 8 deseription of the campaign: {if) the specific CPNI thar was used in the campalgn: (iii) the dare and
purpase ot the campaign: and (iv) what products and services were offered as part of the campaign. This record
shall be maintained for a minimum of ope vew



1. The Compamy's cmployvees and mlling agents may use CENI o initise, render, bill and eolleet for
telécommunications services,  The Company may ehtain inthrmation fom net orexistng cuseomers that may
canstitate TP as pan of applications or reguests for new, additionzl or modified services. and its emplovees and
agets gy oases such custonner informution (without ferther ccustomer appooval) o anitiate and provide. the
services, Likewise, the Company's employees and billing agenls muy use customer serviee snd eulling revords
{withour customer approvaly (8) 1 Wil customers for servioes rondered to themy () to investieate wnd ol
disputes with costomers regarding their bills: and (¢) 1o pursue legal. arbitration, or other pracesses 1o collecr 1ane
o unpaid bills from customers,

12, The Company's emplivecs and agents mas use O without castomer approval o protect the Company s
riphes o propery, and o protect nsers and other carriers from frandulent, abusive or ilegal use of {ar subsoription
tar) the telecommunications service from which the CPNI is derived.

Becawse nllegations and investigations of fraud, abuse and illegal use constitite veéry sensilive madtters: any aecess,
wses slischosure or distribubion of CPND pursuunt W e Scelion must be expressly approved in wdvwws uod
writing by the Company’s 1N Comphiance (ffcer

3 The Company™s emplovess, agents, independent contractors imd jeint venture partners nay NOT use CPNT 10
identily or wack custorers who have 1oode calls 1o, of received calls fron. competing carriets,  Nar may the
Cornpany s employees; apents independent contructors o oint venture pertners wse or discloae CENI e personal
FCARONE or profit

14, Compuny policy mandates that {iles containing PRI be maintained in 4 secure manner such that they cannit
be wsed, vevessed, diselused or distributed by unoufionzed individuals o i enounoutborieed muoner,

LS Maper files contmning CPNE are Lept in secure drcus, and may not be geed, removed, or capigd noan
unauthorized manner

Lo, Compuny cmployvees, gpents, mdependent conlngiors wsl joint veoture pertness wee reguired Wwonolify the
CENI Comphiance Oficer of any access of sccurily problems they encounter with respect o Hles conlainiog
CPNI

17, The Compuny iy permil it custoness W esteblish onling acdounts, DUt iust requing w appropiiate password
foc b Turmastied by the custoaner before he or she cun actess wny CPRD in his or her voling secounl,.  Siwe
December K 20M17, passwords may NUYL be hased upon readily obtainable bipgraphical information (eg. lhe
customer’s name, mother’s maiden name, sacial secunty number or date of birth} or account information (2. the
customer’s telephone number or address)

18, Smee Decembier & 2007, customers may oblam an mmie! or replacemend password:s (0 0 they vomme i person
10 the Company's husiness office. produce a driver’s leense, passport or other govemment=issucd denbification
verifving their identity, and comrectly answer certain questions regarding rthelr service and address, or (1) 117 they
call & specified Company telephone namber frons their welephone number of record, and then wait at that numbeér
unlil o Compuny representalive calls e back wid obwins correct wnswers o certpin questions regarding their
servies and address.

19, Since December 8. 2007, the Company will nofify customers immadiately of certain changed in thair aeooumis
that muiry affect privacy or security matters.

a: 'The typesof chanpes that regoire immediate noofication melude: (2) change or reguest B change of the
customer”s password; (b) change or request for changa of the customer’s address of record; (o) changs o
request for change of any significant element of the customier’s online account; and (d) a change or reques!
for change 1o the costuner’s responses with respect o the back-up means of authentication for lost or
foreolien pasdwords;

b. The netice may be provided by (2) 3 Company ¢all or voicemail 1o the customer™s relephone mimber of
record: (b a Company foxt message o the custormer's telephone number of record: or (¢) & written notice:
mailed o the customers eddiess of record (10 the customer’s prior address of record (Fthe change ncludes a
change i the cusiomer’ s gddress of recond ),

¢ Theneoice must identify only the peneral nvpe of change and must not reveal the chanped inthrmation,



d The Company emplovee or-agent sending the notice must prepare and furnish to the CPNT Compliance
Officer a memoerandum contaming: (1) the name, wldress of record, wd t2lephone number o record of the
cuslomer netifed: (B} copy or the exaet wording of the lest messuee, wntlen nolicd, wlephone méssige or
vincemail message comprising the nntice: and (2) the dase and time thar the nntice was zent.

20, Since December 8, 2007, the Company must provide an initial notice to Jaw enforcement and a subsequent
notice Lo the customer i o security breach resulis i the disvlosure of thecustomer's CPNT W o hicd parly withoul
Ihe cugtsrmer s awthorrzation.

A As wpin as practicable (and in no event more than seven (7] days) after the Company discovers that a
person (withoul outhorization o exceeding suthorieation) hes intentionally gained access 1o, used o
disclsed PN the Company must provide electronie nebification of such breach o the United: Slales- Seerel
servier and 0 the Federal Thircau of Investipation via a ¢entral reparting facility accessed throngh a link
maintained by the FEE a1 hitpwww fog mov iehicpn|

21, S December 8 2007, e Company will provide customiens with access W CPNT ub ds retnl Tovations i the
euslomer presents s vabd photo L and the vl photo 1 matehes the name on the seeount,

I Ninee Pecember 8, 2007, the Company thked reasonable measures io dseover and protect against activiey that
i indicotive of pretexting including regquiring Company employees, agents, independent contractors and joing
wenture pliers W notely, the CPND Complivnes Ofcer mimediabely by voive voleciull or gl ol (u) wony
sugpicioes or wiasual call reguestmge o cwsdomer’s call deul indormaton or othee PN meluding aocall whers
the ealler fimishes an IReRTree! password or incarrect answer 1o one ar bath ot (he “shafed seeret™ questinn-
nnswer combinations) (B any spspicious or unusual attempt by an individual to chaige a customer™s password or
pecolnt iformation Cleeluding providing insdegeate of inappropeiote identification o correel “oddeess o
recond,” “lelepbone namber of record” or other sipmficunt service inlormationy (©) any wud all dseovered
mslanees where sccesy Jo the Company s electrome files or databases contaning. passworids or CPRE was denicd
dhie 1o the provision o inedmeet lngins andior passwaords: and (d) any complaint by & customer of unauthorized or
innppropriate use or disclosure of his or her CPNL The CPNT Compliance Oficer will request further infonmation
Iowring, wd vestivute o supervise e imvestigation of, wiy inwident or group of ipeidenls il reugonubdy
uppeur Lo valail preesding

23, Company and 3ts authorized cmplosees may wse CPNI 1o provide call location infornsation regacding mabile
USSP 0 certnin eniergeney piluutions. Excepl in wn wiloreseen ¢mergeney invalving o substuntiol threut e
life wr sufely, uny wnd wll wse or provision of CPND dander his culepory must invoelve the speeilie Lypes or
entegorics obemerpenctes bisied inowninng by the Company s CEND Complianee {tfcer

IV, CPNI Complinnee Officer

I wddition 1o the specific mutlers reguized 10 be reviewed wnd upproved by the Company's CPENT Complinnee
tafticer. cmplivees and spents, independent contractars and joing venmure parmers are atrongly encouraged o hring
any ard all ather questions, issees or uncenaintes regarding the use, disclosurs. or access 10 CPNI ta rthe attention
of the Campany”s CPNI Compliance Officer for appropriate investigation. review and suidance. The extent to
which a panicular emploves or agent brought 2 CPMT maner to the attention of the CEN] Complianes Officer wnd
received appropriste poidanes 1= o malenal comsiderstion inouns. diseiplingry gaetion brought apsomst the cmplovee
or apent for impermassible usel disclosure or access o (PN

V. Disciplinary Procedures

The Company hus informed #x emplovees and szents, independent contmactors and joint venturd parimens g il
considers compliance with the Commanicatons Acr and FUC Rules reparding the use. disclosare, and accass o
CPNL o0 he very impomant

Winlution by Compuny employees or geenis ol such CPNT reguirements wil] lead Lo diseiplinary setion {including
remedial training. reprimands, anlazvorable performanee reviews, probadon, and scrmination), depending upon the:
circomstances 0f the vinlation (inchuding the severity of thevinlarion, wherther the vinlation awas & first time ar
repeat violation, whether appropriate guidance was sought or received from the CPNI Compliance Officer: and the
extent to which the vielation was or was at delibente or mulicious),

Violalion by Company mdependent: contractors or joiet véniore parmers-of such CI'R1 regquirements will 12ad
prompr disciplinary action (up 10 and including remedial rraining and eomination of the contract),



